Abstract-Systems employing the Internet and Voice over Internet Protocol (VoIP) are alternative to the legacy landline telephony system. The services offered by these systems allow users to communicate with their family members, friends, banks and business partners whenever they are online. Particularly, the VoIP service is popular with the Internet users because charges are bound into usually fixed access costs making the price of the long distance calls themselves appear economical and even free. However, VoIP services have several disadvantages. One of the disadvantages of VoIP is, it is exposed to Internet security vulnerabilities, threats and attacks. The attacks come in many forms. One of the methods to attack the VoIP service, is by sending a Spam over Internet Telephony (SPIT). SPIT is normally executed by malicious parties initiating automated, unsolicited, and unwanted communications that used VoIP or video conferencing services, just like an email SPAM. Solutions to mitigate SPIT are still lacking. To defense a VoIP system from SPIT, we have come out with the idea of Automated Intrusion Detection and Prevention System over SPIT (AIDPoS) that can detect and prevent SPIT from external parties to enter the VoIP network. AIDPoS is a combination system of Intrusion Detection System (IDS) and Intrusion Prevention System (IPS) on Voice over IP (VoIP) server. This is an experimental research to find a solution to combat SPIT if it happens in the future. Our result shows that an automated Intrusion detection and Prevention system over SPIT attack is feasible. Our work is on an open source VoIP network. Other vulnerabilities and threats are important, but beyond our research scope and is not covered in this paper.
I. INTRODUCTION
VoIP is becoming increasingly popular, mainly due to its advantages in terms of communication and multimedia services. This fact may also shift several problems from the Internet context to purely VoIP service, such as Spam to Spam over Internet Telephony (SPIT) [7] . High popularity of VoIP in the last few years leads to higher concerns of hackers. Nevertheless, in many VoIP services, security is the last features to be considered. The top priority is to provide a functional VoIP service. The IP network infrastructure provides other services as well, which are not related only to VoIP traffics. All these factors lead to a situation, where a VoIP service easily becomes a target of attacks.
We are interested to find a solution to detect and overcome SPIT attacks. Pertaining to this, we have come out with the idea of Automated Intrusion Detection and Prevention System over SPIT (AIDPoS). AIDPoS is an Intrusion Detection and Prevention System that can detect and prevent the intrusion, i.e. SPIT, from the external network, to the VoIP service. This system is a complete Proof of Concept (PoC) system for Intrusion Detection System (IDS), Intrusion Prevention System (IPS) and Voice over Internet Protocol (VoIP). In addition, we also collect data through a packet sniffer. The data would be analyzed, in order to identify and recognise any security breaches that may occur.
The rest of this paper is organised as follows. In Section II, we look at the related works done by other researchers. Section III discusses the prototype of Automated Intrusion Detection and Prevention System over SPIT (AIDPoS). Finally, Section IV briefly discuss on the testing and results, followed by the conclusion and suggestion in Section V.
II. RELATED WORKS
Security is one of the two major concerns for the VoIP community. The other concern is related to the quality of the service. It is believed that increasing security mechanism would result in poor performance of VoIP services due to the additional processing of the security mechanism that would increase the overall end-to-end delay [6] . On the other hand, without security mechanism in proper places, VoIP services would be vulnerable and open to threats and attacks. An effective security mechanism is necessary for a secured VoIP environment. Hence, the security to be imposed on VoIP services must not be a hindrance to the quality of service of the real-time applications further.
A. VoIP Attacks
In the early days of VoIP, there was no big concern about security issues related to its use. People were mostly concerned with its cost, functionality and reliability. Now that VoIP is gaining wide acceptance and becoming one of the mainstream communication technologies, security has become one of the major concerns. For example, VoIP functionality has been integrated into many instant messaging tools such as ICQ or Google Talk [2] .
While enterprise VoIP offers many intangible benefits such as cost efficiency and productivity benefits, it also opens the door to external threats. That is because VoIP, at its heart, is a voice data network, making it a prime target for hackers, data thieves and other types of online troublemakers. There are many types of VoIP Security and Privacy Threats as listed in the Voice over IP Security Alliance Public Release 1.0.24, October 2005 including physical intrusion, social threats and intentional service intruption [17] . We highlighted a few important threats and attacks below:
The VoIP Security Alliance categorizes denial of services into VoIP specific DoS, network services DoS, DoS attack on operating system or firmware and Distributed Denial of Service (DDoS) [17] . These attacks can disrupt the Internet system which affects all related Internet services, unlike social threats, eavesdropping, interception and modification attacks. Worse yet, the ability to dial in and out of VoIP overlays allow the control of applications via a voice network, making it nearly impossible to trace an attack's source. Additionally, proprietary protocols, used by a number of VoIP applications, inhibit the ability of ISPs to track DoS activity [3] .
2) Spam over Internet Telephony (SPIT)
SPIT is defined as a bulk of unsolicited set of session initiation attempts, attempting to establish a voice or video communications session. If a user answers the call, the spammer proceeds to relay their message over the realtime media. This is the classic telemarketer spam, applied to VoIP Initiation protocol, such as Session Initiation Protocol (SIP). For the record, PSTN-call spam already existed in the form of telemarketer calls. Although these calls are annoying, they do not arrive in the same kind of volume as email spam [10] . According to C. Jennings, the main reason for SPIT to become popular is that it is cost-effective for spammers [12] . The spam could be in the form of malicious application like a botnet [4] . The spammers only need to program one botnet to make multiple calls. Another reason SPIT is getting popular is its effectiveness, compared to email spams. For email spams, a user may already realize that he has been spammed. As a precaution he is in control to switch on or off a spam filter for his email account. In addition, it would not effect much on the email service because the email is not received in real-time. However, SPIT is difficult to control since VoIP calls happen in real-time. The best way to combat SPIT is to block the calls before they reach the end users. This can create a headache to a Network Administrator. The issue is to determine whether each call is from a genuine caller or generated by a malicious application over a device.
Network Administrators do not want to block genuine calls, however, they can only do this if they can identify and classify the genuine calls over SPIT attacks.
B. Intrusion Detection and Prevention System
Intrusion Detection System (IDS) is a system that helps Information systems prepare for, and deal with attacks. They accomplish this by collecting information from a variety of systems and network sources, and then analyzing the information for possible security problems [14] . The intrusion detection system detects unauthorized use of or attacks on a system or on a network. An IDS is designed and used to detect and then to deflect or deter such attacks from unauthorized use of systems, networks, and related resources [15] .
On the other hand, Intrusion Prevention System (IPS) is an advanced version of IDS. By definition, IPS is any hardware or software that has the ability to detect attacks, both known and unknown, and prevent the attack from being successful. Basically an IPS is a firewall which can detect an anomaly in the regular routine of network traffic and then stop the possible malicious activity [8] .
The main different between an IDS and an IPS is on how they treat the packets once the packets were suspected of being malicious. The IDS would allow the packets to go through and deal with it off-line. On the other hand, the IPS will do the filtering and deflect the packets on-line. The IPS would require a large amount of system resources to perform well.
III. SYSTEM PROTOTYPING AND INSTRUMENTATION
The system prototype consists of the hardware and software parts that are required for the experiment, refer to Fig. 1 . There are two servers that act as the IDS/IPS security system and a VoIP communication server. The first server is installed with Snort and Wireshark. Snort is a free and open source network intrusion prevention system (NIPS) and network intrusion detection system (NIDS) created by Martin Roesch in 1998. Snort supports several different LINUX such as Fedora, Centos, FreeBSD and Windows operating systems [16] . We are running Snort on Fedora operating system. On the other hand Wireshark is normally used as a packet sniffer and analyser [13] . In Fig. 1 the Snort server is facing the Interceptor. We installed Asterisk in the VoIP communication server. Asterisk support Session Initiation Protocol (SIP) [1] . SIP is a protocol standard under the IETF for establishing and teardown calls' session [11] . The main purpose of SIP is to initiate, modify and terminate sessions between two (or more) Internet end entities. Other network devices required for the prototype are a switch, a wireless access point and softphones. The wireless access point allowed us to connect the prototype system to the UniKL MIIT laboratory subnet. The private IPv4 addresses are used in the prototype. In this prototype we are using two different physical servers, hence we connect the two servers using port bridge. A network bridging, i.e. a Link Layer device can be set in the Interceptor which is connected to the IDS/IPS server. It is important to set bridging at the IDS/IPS because Fig. 1 . AIDPoS network topology the bridging will help the server become transparent and the attacker will not know the existence of the Interceptor in the system. It is a good way to deviate the attacker from attacking the Interceptor. Alternatively, a software bridge can be used within a Linux host in order to emulate a hardware bridge, for example in virtualization applications, i.e. for sharing a NIC with one or more virtual NICs. Fig. 2 shows the step-by-step progression of the whole system in order to distinguish genuine calls and SPIT attacks. The system started with a VoIP user makes either a genuine call or execute a SPIT attack. Both calls are then sent to Snort for packet detection and prevention to avoid illegal packets to intrude the system. If Snort detects illegal packets, Snort will block the call. The call will be terminated and the user is forbidden from accessing the system again based on the source IP address that was captured during the time the attack was launched.
However, if there is no illegal packet, Snort will pass the packet to Asterisk. Asterisk will allow the caller to make a direct call. On the other side, a user that recieved the call (i.e. a receiver) would hear that the phone is ringing. The receiver picks up the phone, resulting in the call establishment.
We believe that the proposed system comprises all the necessary component of a VoIP system, IDS and IPS system to identify and block SPIT. This system is executed in the real time and it simulated the actual VoIP system with enhanced security system in place. Fig. 3 shows the schematic diagram of the overall prototype. It shows how the system is divided into two phases. The first phase is to detect calls and classify their types and the second phase is to block any unsolicited calls from reaching the enduser while allowing genuine packets to pass through.
IV. TESTING AND RESULTS
In the first phase, the user will make a genuine call while the attacker will try to attack the system by using SPIT. Both calls will be sent to the Interceptor which consist of Snort as IDS/IPS and Wireshark as a packet sniffer. The IDS/IPS will detect the illegal packets and the attacker will be automatically blocked by the system and cannot be connected anymore. The genuine caller will be connected through the VoIP communication server which executes the call in the second phase. During this phase, the Asterisk as a VoIP communication server will allow the caller to make a direct call.
In the second phase, the attacker will make a voice call by setting up the 'bulk' call using a SIPp, a free Open Source test tool or traffic generator for the SIP protocol [5] . On the other hand, the genuine call is made using a soft phone. Both type of calls will be identified and detected by the Snort IDS/IPS system. The unwanted calls will be blocked while the genuine calls will be forwarded to the Asterisk Server to establish the connection. Snort then logs the IP address of the attacker so that the attacker cannot be connected to the system again. The process of Snort activities is described in the subsections below.
A. Attack Detection by Snort
Snort detects and blocks the attack based on the rules set in its database table. All rules must be set before Snort starts the detection process. Snort listen through the interface that the Network Administrator has set, i.e. eth0, refer to Fig.  1 . If a packet matches any Snort rules, as depicted in Fig.  4 , Snort would take action according to that rule and would generate alerts. However, Snort might require other plugin to perform other task. In this example, the protocol-voip-rules would require a Snort plugin, i.e. Snortsam, to automatically block any unauthorised IP addresses that were logged in Linux IPtables [9] . Other than that Snortsam can also block unsolicited packets at any border devices such as: • Linux iptables • Watchguard firewall Alerts may be generated in different forms. Alerts can be seen with the basic setup logged in /var/log/snort/alerts file. Fig. 5 shows the detection of attack named Inviteflood and alert that have been logged. We can also obtain the Snort Summary as provided in Fig. 6 .
B. Packet Sniffing by Wireshark
In AIDPoS, Wireshark acts as a packet sniffer that would capture all incoming packets. Wireshark would capture all packets including any genuine calls and unsolicited calls. However, in this system Wireshark was set to filter in and capture the protocols related to VoIP, for example, the protocols that are related to VoIP are UDP, RTP and SIP. The sample of captured packets that have been filtered is shown in Fig. 7 . 
C. Attack Prevention by Snortsam
As Snort can only detect the attacker and act as the IDS in this system, Snortsam has been compiled to block the attacker and act as IPS. Snortsam can be configured and set the time to block the attacker in rule files. In this system, the rule has been set for Snortsam to block the attacker in the protocolVoIP-rules which are located in /etc/snort/rules directory. Fig. 8 shows how Snortsam blocks the incoming illegal packets. In the beginning, Snortsam receives and accepts the connection from the attacker before it blocks the IP address and drops the unwanted packets for ten seconds. Snortsam also notifies the date and time of the blocking of the attacker IP address.
D. Asterisk as VoIP Communication Server
Asterisk works as the Communication Server for the VoIP clients. It also supports a large variety of commands which can be used for testing, configuration and monitoring. A Network Administrator will monitor the caller and know who made a call. He can also analyze the pattern of attacks to differentiate genuine callers and the attackers. Fig. 9 shows a sample of the notification that has been made by Asterisk. In this case, Asterisk tells the end-user that the call he made, has been rejected and the connection cannot be established. This is how Asterisk notifies the user when a SPIT attack made through the VoIP system is detected and blocked by an IDS.
V. CONCLUSIONS AND SUGGESTIONS

A. Future Enhancements
This is an experimental research, nevertheless the system not only produces the usual detection of the existence of unsolicited calls but also the features that can prevent for further attack by blocking the IP address of the attacker automatically. However, there are still rooms for improvement to produce a better system to secure a VoIP network. For example, AIDPoS features can be enhanced by using a manageable switch to avoid ARP poisoning, setting different VLAN for Interceptor, combine AIDPoS, firewall, and Network Monitoring System (NMS) to have an improved system, and include other software like Metaspoilt to counter attack the attacker by shutting down the attackers' device to reduce their urged to launch further attack. In addition, we shall study into the issues concerning the false positive and false negative network attacks that may affect performance of AIDPoS in mitigating SPIT.
B. Conclusion
AIDPoS can detect and prevent unsolicited calls like SPIT from attacking a VoIP system. This system detects attackers who attempt to attack the system by sending SPIT over a device. The system blocks any unsolicited calls and allow genuine calls to be forwarded to the VoIP server. We believe that the combination of Snort, Wireshark and a VoIP Communication Server in one system can avoid voice call attacks specifically SPIT. We also believe that the system like AIDPoS needs powerful hardware and software to increase the performance of the system to detect and to block attacks.
A similar system like AIDPoS can support enterprise to protect their business deal conversations and private conversation over VoIP from intruders. This is especially true when an enterprise lacks knowledge on how to secure its network from SPIT attack.
Last but not least, the system can be used for educational purposes for students who learn network security, data communication and voice over internet protocol. Their lecturer can teach these students on how to set a test bed that can detect and block VoIP attacks and in future the students can also apply their knowledge and experience into their future employers' enterprise networks.
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